ARP/IP/ICMP Packets

Four packets are detaild below, 2 ARP packets and 2 ICMP/Ping (request/reply) packets.

Source IP: 10.228.85.16

Command: ping 10.228.85.18

Target IP: 10.228.85.18

I|mponcmp

No

Time
189 5.258029 Dell 84:a5:7c Broadcast

Source

Destination

ARP

198 5.268855 Dell 84:91:4c Dell B4:a5:7c ARP

191 5.2668869 10.228.85.16
192 5.261@91 1@.228.85.18
198 6.268203 10.228.85.16
199 5.2684458 1@.228.85.18
218 7.286128 1@.228.85.16
211 7.286319 1@.228.85.18

18.228.85.18
18.228.85.16
18.228.85.18
18.228.85.16
18.228.85.18
18.228.85.16

ItMP
ICHP
ICHP
ICHP
ICMP
ItMP

Protecol Length Info

42 who has 1@.228.85.187 Tell 18.228.85.16
60 10.228.85.18 is at d8:%e:f3:84:91:4c

74 Echo (ping)
74 Echo (ping)
74 Echo (ping)
74 Echo (ping)
74 Echo (ping)
74 Echo (ping)

request
reply
request
reply
request
reply

1d=px@801,
1d=0x@801,
id=px@ea1,
1d=Bx0801,
id=px@e01,
1d=px@e01,

seq=1/256,
seq=1/256,
seq=2/512,
seq=2/512,
seq=3/768,
seq=3/768,

tt1=128 (reply in 192)
tt1=128 (request in 191)
tt1=128 (reply in 199)
tt1=128 (request in 198)
tt1=128 (reply in 211)
tt1=128 (request in 218)

Frame 189: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on
Ethernet II, Src: Dell 84:a5:7c (dB:9e:f3:84:a5:7c), Dst: Broadeast (ff:ff:ff:ff:ff:ff)
Address Reselution Protocol (request)

interface \Device\NPF_{(7E8B488-6E64-4948-5252-3F20BBES2074]},

aaea
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e e}
Lol ¥

ff ff ff ff ff ff (R
BE @0 06 B4 00 0L d8 9e 3 84 a5 7c Ba e4 55 18
@ 00 B0 00 @0 @2 @a e4 55 12

T3 84 a5 7L N

’.larp or icmp

Ma. Time Source Destination Protocel Length Info
189 5.258029 Dell 84:a5:7c Broadcast ARP 42 Who has 10.228.85.187 Tell 18.228.85.16
198 5,26@355 Dell 84:91:4c Dell 84:a5:7c ARP 6@ 18,228.585.18 is at dB8:9e:f3:584:91:4c
191 5.268869 18.228.85.16 18.228.85.18 ICMP 74 Echo (ping) request id=8x8801, seq=1/256, ttl1=128 |
192 5.261691 18.228.85.18 10.228.85.16 ICMP 74 Echo (ping) reply id=8xee8l, seq=1/256, ttl=128 |
198 6.268283 18.228.85.16 1@.228.85.18 ICMP 74 Echo (ping) request id=8x@e8l, seq=2/512, ttl=125 |
199 6.268448 18.228.85.18 18.228.85.16 ICMP 74 Echo (ping) reply id=exee8l, seq=2/512, tt1=128 |
218 7.28p128 18.228.85.16 10.228.85.18 ICMP 74 Echo (ping) request id=Bx@e@el, seq=3/768, ttl=128 |
211 7.286319 18.228.85.18 1@.228.85.16 ICMP 74 Echo (ping) reply id=@xeeal, seq=3/768, ttl=128 |

Frame 19@: 60 bytes on wire (480 bits), 6@ bytes captured (486 bits) on
Ethernet II, Src: Dell 84:91:4c (d8:9e:f3:84:91:4c), Dst: Dell B4:aS5:7c
Address Resclution Protocel (reply)

interface \Device\NPF_{C7ES8B486-6E64-494
(dB8:9e:f3:84:a5:7c)

o

[T~ R~ R ]
& & &
(T =1

[ T B R

dg 9e f3 84 a5 7c d8 9e
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ARP/IP/ICMP Packets

[. |arp or icmp

No, Time Source Destination Protocol Length  Info
189 5.258029 Dell 84:a5:7c Broadcast ARP 42 who has 10.228.85.18? Tell 10.228.85.16
196 5.26@8855 Dell 84:91:4c Dell 84:a5:7c ARP 6@ 18.228.85.18 is at dB8:9e:f3:84:91:4c
191 5.26@869 10.228.85.16 1@.228.85.18 ICMP 74 Echo (ping) request id=@x@881, seq=1/256, ttl=128 (reply in 192)
192 5.261@91 10.228.85.18 10.228.85.16 ICMP 74 Echo (ping) reply  id=8x@@@1, seq=1/256, ttl=128 (request in 191)
193 6.268203 10.228.85.16 1@.228.85.18 ICMP 74 Echo (ping) request id=8x@@01, seq=2/512, ttl=128 (reply in 199)
199 §.268448 10.228.85.18 10.228.85.16 ICMP 74 Echo (ping) reply  id=ex@@01, seq=2/512, ttl=128 (request in 198)
219 7.286128 10.228.85.16 18.228.85.18 ICMP 74 Echo (ping) request id=0x@@81, seq=3/768, ttl=128 (reply in 211)
211 7.286319 10.228.85.18 10.228.85.16 ICMP 74 Echo (ping) reply  id=8x@@@1, seq=3/768, ttl=128 (request in 218)

Frame 191: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{C7E8B43@-6E64-4943-8252-3F208BES2C74}
Ethernet II, Src: Dell 84:a5:7c (d8:%e:f3:84:a5:7c), Dst: Dell_84:91:4c (d8:9e:f3:84:91:4c)

Internet Protocol Version 4, 5rc: 18.228.85.16, Dst: 18.228.85.18

Internet Control Message Protocol

0oe0  dB 9e 3 84 91 4c dB 9e 3 84 a5 7c @3 @@ 45 88 .- oo Lev woe|--E-
0016 @@ 3c 97 T@ @9 @@ 80 @1 80 68 Ba e4 55 198 @a e4 SRR sl
GP20 55 12 @3 @0 4d Sa 8@ @1 @@ Pl 61 62 63 R4 65 66 U--MZ-- - -abcdef
o 67 68 69 Ga 6b 6c 6d 6e 6 780 71 72 73 74 75 76 ghijklmn opgrstuv
Bed4s 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

A | arp or icmp

No. Time Source Destination Protocol Length Info
189 5.258029 Dell B4:a5:7c Broadcast ARP 42 Who has 10.228.85.18? Tell 18.228.85.16
198 5.268855 Dell_84:91:4c Dell_84:a5:7c ARP 60 18.225.85.18 is at d3:9e:f3:84:91:4c
191 5.26@869 18.228.85.16 18.228.85.18 ICMP 74 Echo (ping) request id=8x@@@l, seq=1/256, tt1=128 (reply in
192 5.261091 1@.228.85.18 1@.228.85.16 ICMP 74 Echo (ping) reply  id=@x@e@l, seq=1/256, tt1=128 (request i
198 6.268203 10.228.85.16 10.228.85.18 ICMP 74 Echo (ping) request id=@x@eel, seq=2/512, tt1=128 (reply in
199 6.268448 18.228.85.18 18.228.85.16 ICMP 74 Echo (ping) reply  id=@x@881, seq=2/512, tt1=128 (request i
21@ 7.286128 1@.228.85.16 10.228.85.18 ICMP 74 Echo (ping) request id=@x@@@l, seq=3/768, tt1=128 (reply in
211 7.286319 10.228.85.18 10.228.85.16 ICMP 74 Echo (ping) reply  id=0x@@@l, seq=3/768, ttl=128 (request i

Frame 192: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{C7E5B43@-6E64-4945-8252-3F
Ethernet II, Src: Dell 84:91:4c (dB:9e:f3:84:91:4c), Dst: Dell B84:a5:7c (dB8:%9e:f3:84:85:7c)

Internet Protocol Version 4, Src: 16.228.85.18, Dst: 18.228.85.16

Internet Control Message Protocol

2000 ds 9e T3 84 a5 7c [LJCIHRE 54 91 4c 08 06 45 80 - - |- -

o018 @@ 3c 9f 85 @@ @@ 32 @1 db 51 @a e4 55 12 @a e4 S QU

‘0 55 1@ 8@ 8@ 55 Sa 8@ 81 @8 81 61 62 63 64 65 66  U---UZ-- --abcdef
657 68 69 6a 6b 6c 6d 6e &F 78 71 72 73 74 75 76 ghijklmn opgrstuv
77 61 62 63 64 65 66 67 68 69 wabcdefg hi




