Al is spying on college kids to make sure they don’t cheat on online exams.
What is this teaching our students?

BY CLIVE THOMPSON

When Haley, a sophomore at Indiana University, took a test for an accounting class in September,
she—like many college students during this pandemic—was sitting not in a classroom but in her
bedroom. And instead of a teacher watching for signs of cheating, there was something new: an
Al studying Haley’s every move through her laptop’s webcam. m The university was conducting
remote exams using Respondus, a type of “online proctoring” software. The software locks down a
student’s desktop so they can’t switch tabs to Google an answer, and then it uses visual Al to exam-
ine—among other things—their head movements to judge whether they’re looking somewhere
other than at the screen. m Haley’s head was setting off alarms. “I guess I slouch when I'm sitting,”
she tells me, so at one point the software flashed a scary warning at her. “It stopped my test, and
it popped an alert on the screen saying we can't see your face any more.” Unsettled, she began to
stare more robotically at her screen. m Haley finished the exam and got a good grade, (I'm using
only her first name at her request.) But the stress of that HAL-level surveillance? Yikes. m “Online
proctoring” isn't new. It's been around for over a decade, used mostly for distance education or
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corporate accreditation tests. But as for-
merly F2F colleges went remote because
of Covid-19, its use spread like ivy. Mike
Olsen, the CEO of Proctorio—one firm that
makes such wares—says their business has
risen by 900 percent since the spring. “April
was one of our craziest months,” he adds.

We talk a lot about the rise of surveil-
lance capitalism and ponder the grim
future to which that Orwellian path leads.
But for students? That future is now, as
they try to act dutiful in front of their
glowing webcams.

It's a dreadful experience, they’ll tell
you. Some systems identify possible
cheats using Al in others, a live human,
employed by the firm, stares at you. Oodles
of Reddit posts catalog moments of vio-

proctorware, and it is professors—not the
proctoring companies—that make the final
decision on whether cheating occurred.
All fair enough. But there’s something
bonkers about trying to parse the most
ethical way to creep on students. The rise
of proctoring software is a symptom of a
deeper mistake, one that we keep making
in the internet age: using tech to manage a
problem that is fundamentally economic.
After all, there are other ways to assess
students that minimize the chances of
cheating. Rather than give multiple-choice
tests, you could ask them to “do more
applications-based projects or essays,” Haley
says. We could ask students to engage in
serious, real-world tasks: “There are a bunch
of Wikipedia articles that could be worked
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lation: housemates or family unwittingly
captured on camera, normal body move-
ments flagged as illicit behavior, and the'
existential exhaustion of performing obe-

dience. “This legitimately scares the fuck’

out of me,” one student posted.

It sets a terrible civic precedent. “We are
indoctrinating our youth to think that this is
normal,” says Linsday Oliver, head of activ-
ism at the Electronic Frontier Foundation.
Students trained to accept digital surveil-
lance may well be less likely to rebel against
spyware deployed by their bosses at work
or by abusive partners. “What are we tell-
ing them about what they should expect for
the rest of their lives?”

Universities plead that they need some
way to prevent academic malfeasance,
which is a real thing. A recent survey found
that just over 30 percent of students admit
to having engaged in some form of cheat-
ing. Administrators tell me they try to be as
respectful as possible of student privacy:
“We work very hard not to be invasive,”
notes Brian Marchman, the director of dis-
tance and continuing education at the Uni-

.versity of Florida. For example, his school

encrypts any video or data collected by the
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on,” says Audrey Watters, author of the blog
Hack Education. If you give students com-
plex projects, you don’t need to ban Google,
because there’s no simple answer.

Exciting possibilities, right? But this sort
of work is “much harder to grade,” Wat-
ters says—which is why schools so often
rely on drearier assessments, particularly
multiple-choice tests. If we truly wanted
schools to have the resources to grade
serious, complex work, we’d need to put
more money into the big public institu-
tions (like Haley's school) that educate the
great majority of US students. But at those
places, funding has decreased, on a per
student basis, over the past few decades.
The more creative answers take time and
money, so they get pushed aside and quick
tech fixes get used instead.

Think about it that way, and what seems
like a problem of dishonest kids is actually
aproblem of ... public policy. Using tech to
paper it over isn’t a good answer. In the long
run, we're only cheating ourselves. [l

CLIVE THOMPSON (@pomeranian99) is a
WIRED contributing editor. Write to him at
clive@clivethompson.net.

ANGRY NERD

BY JASON KEHE

DO MORE EVIL

The heroes of my youth—J. K. Rowling,
Pizza Hut, and most of all Disney—are
the villains of my adulthood. This is only
natural for a curmudgeon of my caliber;
to mature is to make enemies. To learn,
in other words, to vilify. What's unnatu-
ral is the reverse process: heroization.
This | never do, and not just because |
can barely pronounce it. The very act
arrests development. So of course the
Walt Disney Company excels at it. Once
a minter of great heroes, it’s lately sunk
to the business of heroizing great vil-
lains. You remember Maleficent, eido-
lon of evil, dragon lady writ literal? In not
one but two pop-feminist productions,
Disney has defanged and unwinged her.
The only thing edgy about nu-Maleficent
is Angelina Jolie’s cheekbones. Being an
inclusive company, Disney came next for
a boy. This year’s Artemis Fowl, unwatch-
ably directed by Kenneth Branagh (who's
less hero or villain than international
hoodwinker), turns the depraved super
genius into a good kid, with dweeby mor-
als. Because a spoonful of infantilization
helps the revisionism go down! Alas, Dis-
ney isn't the worst decriminalizer. That
would be Netflix, whose contribution to
the genre, the animated edutainment
Carmen Sandiego, commits the gravest
offense. The original Carmen, all blowout
hair and flame-red cape swirling out of
the frame as she made off with historical
monuments, was a malefactor to admire,
a master of subversion, a—as the anar-
chists say—poetic terrorist. Recast as a
misunderstood teenage do-gooder, she
has nothing left to teach us. Nothing left
to teach me. Heroes age badly. Agents of
sameness, they stink of stagnation. My
soul needs villains, those perpetrators of
change. May they be free to fight on, to
struggle, to lose. To villainize, valorously.
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